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Resiliency is...

“the ability of an application to resist or
recover from disruptions, including those
related to infrastructure, dependent
services, misconfigurations, and transient
network issues”

s, Inc. o its affiliates. All rights reserved.
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Shared responsibility model for resilience

CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE
CUSTOMER
Responsible for
the resilience
“in” the cloud

WORKLOAD ARCHITECTURE

CHANGE MANAGEMENT AND OBSERVABILITY AND FAILURE
OPERERATIONAL RESILIENCE MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS
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What customers are really building...
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The two boxes and a line architecture

What assumptions can we make about this?
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Nn71a 1xy7? — Amazon APl Gateway .4
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Amazon API| Gateway resiliency

Regulating inbound request rates
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Enable throttling at the API level to control access patterns and prevent
service overload

Throttles workloads to prevent service failure by limiting concurrent
Lambda function invocations and protecting other downstream services
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Amazon API Gateway resiliency

AWS SUMMIT - e

TEL AVI V « Enable method-level caching for all GET methods in a stage

+ Add Amazon CloudFront distribution for fine grained caching control and
scale

« Enable request validation to reject malformed or missing parameters before
the reque « iits the integration
-
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Synchronous or asynchronous?

» The caller sends a request and
waits for an immediate response
before continuing

The client expects the service to
finish its work and return a result
within the same call-stack

Latency, failures, and
back-pressure are felt directly by
the caller

aws 02026, Amazon Web Service, Inc. ot its afilstes. Al ights resarved.
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AWS Lambda resiliency - Synchronous invocation
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Client Amazon APl Gateway AWS Lambda Amazon DynamoDB

Lambda does not automatically retry these types of errors
This is not a durable request. No point of recovery
Functions are stateless

Beware of code that manipulates state!

Does this function need to be idempotent?
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Make your “No matter how many
functions times you process the

idempotent same message, the end
result is the same”

Hohpe and Wolf, 2004
“Enterprise Integration Patterns: Designing, Building, and Deploying Messaging Solutions”
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D" YNIN A72wonn "11in v .6

Asynchronous Invocation (Event model)
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Event Source Mapping (Poll-based)
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Amazon EventBridge

Amazon EventBridge resiliency
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Client Amazon EventBridge AWS Lambda Amazon DynamoDB

l

Dead Letter Queue

By default, EventBridge retries sending the event for 24 hours and up to 185 times with an
exponential back off and jitter, or randomized delay

EventBridge supports DLQ and custom retry policy (maximum # of retries or the maximum event
age of the event) via customer-managed Amazon SQS queue

Inspecting messages on the DLQ made simple with message attributes - ERROR_CODE,
ERROR_MESSAGE, RULE_ARN, TARGET_ARN
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The vendor agnostic
Enterprise Security Brain

Connecting fragmented data points
to deliver proactive, cross-platform
security risk, reasoning and
intelligence
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The resiliency story so far...
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Client Amazon AP| Gateway AWS Lambda Amazon DynamoDB
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Client Amazon APl Gateway Your Queue AWS Lambda
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Dead Letter Queue

Amazon DynamoDB
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Service integrations
(] N

Amazon APl Gateway AWS Lambda
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Amazon APl Gateway Amazon 5Q5

(D =

AWS Step Functions

Amazon API Gateway

(D &

Amazon AP| Gateway

) 5

Amazon AP| Gateway

Amazon EventBridge

Amazon DynamoDB
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Added service integration
between Amazon API
Gateway and Amazon SQS

Converting a synchronous
operation into an
asynchronous operation

Amazon SQS provides us

with durability, a key
component of resiliency

Direct integrations
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What connects services is just as
important as the services themselves
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