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Related Blog post

DATA AUTHORIZATION Once the data hits the LLM, the LLM will do what it is built

= to do: predict the next tokens based on that prompt
Data reaching

LLMs do not implement any type of authorization within

the model e

For LLMs, all inputs are context - there is no architectural

Any data or data source added ] X )
separation between instructions (code) and data

as part of the prompt
for the user or

agent that is part of the session. L L
Authorization after the LLM turns a deterministic control

into a non-deterministic one
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Supply chain

-

Local tools . MCP @ ; Skills

Tools which are part of An open standard for Al Agent Skills are a

agentic application, used to systems to connect with i lightweight, open format
interact with external . . external tools, data ' for extending Al agent
systems, access data, and I sources, and services. P capabilities with
manipulate their et specialized knowledge and
environment : workflows.

@ Don't forget: tools also send data into
your LLM's context
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Four Question Framework
At the highest levels, when we threat model, we ask four key questions

What are we What can What sre we

going to do

working on? go wrong? about it?
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What can go wrong?
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API
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Threat statement

A threat actor with a valid IDP identity,

can inject malicious prompt to overwride the system prompt

impacting the confidentiality of the data in the database.
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Guardrails for Amazon Bedrock

Enhancing safety, privacy, and accuracy in Al applications

Evaluate prompts and
model responses for
agents, knowledge
bases, FMs in Amazon
Bedrock, and custom or
third-party FMs
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POST /memories/memoryId/retrieve HTTP/1.1
Content-type: application/json
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Did we do a good enough job?
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ASI06 - Memory & Context Poisoning
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DREAM

pending open source”, I'ydy Nt 121N 73") NIND TI77 NN'M 7'7NN2 X¥N1 PINMI9NY 'Y 11T
XY 70NN NITY Wizl g1l — D"0own DI 1N L([36:41]

[NOn n'npI'7 nn .13

NX 0l o' nwiw [38:13] "D'w 17711 0'0aaRN 72 X7" 110 7w [12'0 NDYNT VIYS 7TIN axIN DI>'0]
'NNIX N7uN DNYY 9NN L [1D'on o

D'MIX'N NNIENA NI'Y 730 [38:13] "?7X0"T '0OXKIV X7 qIUN KIN NNd TV — R X7 NOXT? A9WwN
.J12'0N 7Ta 72 ,0V07V11?7 0'01D]
[38:13] "n'wnx njza K77 Ni7vo vx¥a7 IX 070N DIt N1 17 W nd TV — 102" akn NN ¢

.[38:13] "n'ay 700 nn1 ndd Lhigh value "N i 0'021nw 720" — qIwn NI DA™RY D'0d1A 1Y °

[210 MY NIIXY? NI7IYD NN
[39:47] wnT1 nnxa p100 NI71D' 17'R1 07D 17'R ,NORT NT'R7 — TI7 D'ANDY 197 7'1ITn scope 1Y ¢

DIV D'O"PTIY WNNWN INIXK7Y DT ,WNNWANN NINT 70 2100 NINT — NIATA N7NWA wIIdna ydaY ©
[39:47] nniw nixwAN NIt NI

D'7N01I D'¥N INIX D 17Y VIDVIRN 72V JANONYT K71" — '77TINY YInn NINTAI NIXWIAA NN DX DpnY? °
[39:47] "n"voam0T

,NI7'70 NIRIAYN 2101 NIA'YN YTAN 210 71¥'9] DATINY '9> — NNX NIYIAY 1NN NI NYNY PIo '7x9Y
221220 7y n'oonIMN0T AT DY

JIRN 7757 WONN X7 TNX |ND'T TR W N2u7nw 'O — [IND'T2 hamespaces T19n"%7 °

N'NY 197 N'VO'IMN0T NPT DY YNNI LML 707 provenance iy — [nnya Nt 'nRa? X7 °
VT7 ndoIn

[271 NXPY7OR 7D 0TI RN NTOIARD NXPYOR" — Dxp? nxpn In7on 7D 7y threat modeling y'n' o
[39:47] "nx'? nxpm X179 73 7w [an7 2wn

MYy NN Y'Y (T 10INn AN TN K7 data flow o 1'7x 2% 0'w7 nnwi ,no X7 |[won nn nMyo
X71 N'TNIRX7A NNAIT KIN '012'9N O"'PTI'N DA .IAXINY NI'¥A'UMN 7w Dwix nRwn IX Nty , OWASP-n n1D'o
.nownn XIn Dream 7w P7nn 77 — |WETN92 N¥W NdDWWN




D'NaIn [I7'n

VNNB7 NPATINY NAITT N'NIN NIYXANA [D10N NNLVA 'Y Agent Goal Hijack (ASI01)
NWINY yaR'? Ix

TV X7 YT NOY7YY DI0N 7w [INKR 'ON'I NIRYIN 71X Identity and Privilege Abuse (ASI03)
confused deputy 7w n'01'ar NoMA ;wipan?

YN IMYSYNY D ,NI0-NKR [N2T7 'Y YT NIt Memory & Context Poisoning (ASI06)
NIN2N NIN'WY7 DA

content filters, prompt :71n"%? wnnwnn |12 j11'o0 n1ow Bedrock Guardrails
PIl o1 evaluation, denied topics

012102 N790nw ,MCP-71 0757 n7nin AN N AgentCore Gateway
guardrail-7 n9DX NTI1d DA hwnwni

23 uoIn NINT IT'RA Yl identity provider nannw 2N AgentCore Identity

machine-to- x1in 2LO 75 Nn'2y9n7 NINTTA O T 'Y 2LO/3LO

wnnwnin owa 071y xin 3LO ,jp1on ninta machine
17W "ATOPN VYR NYWAITN

INd D'INWN 7713 ,0'%7INN NIND'T [AORAY DI AN Memory namespace
n7>n1 nwa M2t oa wnwnl ,sessionld-1 actorld

Spoofing, Tampering, Repudiation, :nmi'x anro 71n STRIDE
Information disclosure, Denial of service, Elevation
of privilege

,N71V9 ,0'TM 'NIN ,DI'R PN :DI'R 7W YA Nion Threat statement
D'VA91Y¥ 0'0d1l ,NYSWUN

yT' nnipn 0717 Al nidayn 12N nimo 71ipions MCP
D™MIX'N D'NNYI

,InT NIXY yu to-do list-1 planning yxanw anthn pio Deep Agent
D'NNIN D'DI07 NIN'WN 7'¥NXNI

D'MIN |'v'TIn NNl glo'k — Cyber Threat Intelligence CTI

|I,T1N'7 DMIxX'N nNipnNn




