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f organizations update web test th lications monthl
Development it o ety =t
velocity is

outpacing
security testing
Al-powered coding tools are 3_6 Weeks $5 K—$ SOK

accelerating development faster

than security can keep up. typical time to complete typical manual pentesting
manual penetration testing costs per application, per test
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What is AWS Security Agent?

&

Al-Powered Pentesting Context-Awareness Validated Security Risks
Combines SAST + DAST + SCA + Ingests your design docs, APIs, laC, Chains vulnerabilities into provable,

autonomous penetration testing threat models, user stories and reproducible test, reducing false
into a single solution. endpoints to customize test. positives and alert fatigue.

aws © 2026, Amazon Web Services, Inc. o its affiliates. All rights reserved.
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Proactive security across the development lifecycle

Design review Threat modeling Code review Penetration testing

Minutes Minutes Near Real-Time Hours

Evaluates documents Analyze your application's Perform source code Discovers and chains
against your security architecture, code, and security analysis validated vulnerabilities
baseline requirements. identify security threats against pull-requests, through tailored multi-step
diffs, and full attack scenarios.

repositories

Works wherever your applications are built and running

Any region, any @ g E. = :
. endpoint i . ‘ Other cloud provider S ALy D On prémises

AWS (public or private) Multicloud SaaS SIdEoint Hybrid [lizstuchie

2V Ni2va nNoINE Wi endpoint X' TN AWNTA M0 1R DNXPY7ORN DIPM NNYY 7Y ANThY DT
T

end point D¥ya AT NP'TAN DX Y¥a7 7'NNnY 7awa )X vaxknw nn 7 [4:37] — |
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System overview

Multi-agent architecture powered by LLMs

Phase 2 F
— Scanning = Managed Exec | =2 Guided Explore | =2 Cleanup

Parallel scanner

’ PentestState — Shared state enriched by every phase: endpoints, risks, credentials, documents, coverage, resources

Each phase enriches shared state — each subsequent phase is smarter

LLM strategist

aws © 2026, Amazon Web Services, Inc. or its affiiates. All ights reserved.
S

,NNO'0l WNNwn v X'n ,headless browser 7'yvon Nin :mxya n'¥p'79x%7 1annn pIon NINTINN A7w2
.shared state-2 nnwa n'7x 75 .session-n niai 01pIVN NX IYI redirects-a1 OTP-1 790n

TN' 1I'RY D'A7WUN 75 NN 12NNY 20 KIN DXV qnivnn vrvon [6:12] — |

The progressive state model

Each phase enriches state - each subsequent phase is smarter

PentestState

Endpoints Risks Credentials

Discovered, prioritized, coverage-tracked Confirmed, unconfirmed, false positives with CVSS Multi-actor sessions, refreshable mid-test

Documents Coverage Resources

API specs, architecture docs, code analysis Which endpoints tested for which risk types Created artifacts tracked for cleanup

Credentials ) S ( Endpoints

dws © 2026, Amazon Web Inc. or its affiliates. All ights reserved.
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Swarm Worker-n :nTiayn n1'n' .5

2V nxIn NTTA Nn'wn 9 .17amw endpoints-n 190n2a playbooks-n 1901 7w n'79on X'n Nin'wnin Nind
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The swarm worker

Core testing unit — LLM agent with curated tools and guardrails

TOOLS (RISK-SPECIFIC) OUTPUT

Code execution

Endpoints
SWARM WORKER shared state

Injection detection

LLM Agent

Browser automation .
Findings

Risk type - Credentials - Guidelines validation

Token manipulation 2 S
i Timeout enforced - Context summarization

Vulnerability intelligence

Rate management 8 ail s tool ca cleanup registry

o ts affiliates. Al rights reserved.
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Phase 4: Guided explorer

LLM strategist plans — swarm workers execute — adapt and repeat

STRATEGIST AGENT Planned Tasks (Initial Pass)
= Authentication bypass on admin endpoints

Analyzes Full State « IDOR testing with discovered user IDs
All discovered endpoints * SSRF via file upload parameter
Confirmed vulnerabilities
Code analysis + AP| specs
Phase 3 task history

Adaptive (Subsequent Passes)
Coverage gaps

¢ Chain SQL injection with discovered admin token

Produces: Architecture gap analysis, chaining opportunities, * Test newly found API endpoints from code analysis
priority targets * Explore error-based information disclosure patterns

aws © 2026, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Four-Layer Guardrail Stack

DETERMINISTIC

All traffic through proxy : Only target domains : DNS control - Egress filtering

Every tool call evaluated - Parameter constraints - Pattern matching - No LLM

BEHAVIORAL

Layer 3: LLM Evaluation
Secondary LLM evaluates actions - Scope + destructive intent + escalation checks

Layer 4: Content Guardrails
Input/output filtering - Pll detection - Sensitive data handling : Prompt defense
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Validation in practice

Finding -> Score

HIGH MEDIUM LOW

3+ evidence points or deterministic Reproduced with partial evidence, Single evidence point, requires Contradicted by evidence during
token verified awaiting full confirmation additional validation reproduction
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SHIFTS SECURITY LEFT ©

Aws Security Agent < Juice-Shop-Demo
(now part of AWS.

Prevent -l
vulnerabilities =
early and at scale

with proactive
security

Configure agent spaces for
security reviews for design
reviews, code review, and
penetration testing.

aws ©2026, Amazon Web Ses
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SHIFTS SECURITY LEFT Security requirements ...

Define your
custom security
requirements

Jome 12, 2026 3t 1820 UTC-0N

status ription & Packtype
Custom

Configure AWS-managed or
your customized security
requirements in the AWS
Security Agent console.
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Home > JuicsShep-BulderSession > Reviews > Juice Shop initial security review

Juice Shop initial security review Clone designroview  Delote

Details

Review status Date completed Files reviewed
Completed June 15, 2026, 14:53 (UTC-7:00) 1 uploads

SHIFTS SECURITY LEFT Findings summary

Evaluate designs
against security

Files reviewed (1)

requirements

File name.

. - 353_juice_shop_design
Security requirements and s

vulnerabilities - AWS Security Agent

evaluates your design documents and s be ” o remeciation gidance.
diagrams against your baseline - Fita by compliance status
organizational security requirements. ey s

Finding by security requirement

‘authorization-bost-practices

socure-by-defoult-best-practices

information-protection-best-practices

.Not applicable-1 Non-compliant, Insufficient data, Compliant :nimiavj vaax'? nnanon n'xkxnnn
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Home ,
Threat model run — 6/15/2026, 9:59:25 AM

Compiated

Configuration  Preflight  Logs  Threats

* Job summary

Job 1D Job start time
SHIFTS SECURITY LEFT 1B 4:60163270-cdab-340-bied-t June 15,2026, 09:59 (UTC-7:00)

07460408677

Create threat oy { comepope
models o

22

STRIDE-based threat model - AWS g ot
Security Agent evaluates your

code base and design docs to 17 onrs)
create a STRIDE-based threat

model.

17 High (77%) 85 Mecsum (23%)

¥ System overview

OWASP Juice Shop

An intentionally Nodo.js web app

Purpose

OWASP Juice Shop is-a Monoithic web appicalion that simulates an oning shop whao desberately embedding & wide Suface of s6curly winerabiities spanning
injection, ‘sansitive X rol, and more. 10 discover and expioit these flaws as structuned learing
chassnges. making it a practical raing 1ol for aDPACTION Socurty COROHS
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