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Keys to dealing with scale?

Stop before Recover when needed Detect & Alert
happening
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Layers of Resiliency (K8S)

Multi Clouds

Multi Region

Multi Cluster

Multi AZ

Multi Nodes

Multi Pod
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So, HPA, right ?

Do we have the compute for it ?
Are they all functioning ? (flapping pods ?)
Again, Is this a good deployment ?
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Let's go Multi-AZ — done (?)

* What happens during ?

* AZ outage

1"7u 0'TI9 v 01 node ¥ aTnon Kubernetes X AZ outage-a .nnxa |"aynn W'NINN VAN XD

NN AZ-n 72K IR IRWA TN Q7 Intwn” ?grey failure-a nnip nn 7ax .ovpnn v Ty Topology Spread-ni
nna nnxa AZ-" *ix L, Cluster Autoscaler-a 1x Karpenter-a ntwa "k — [7:39] "7 't X7 yad

[7:39] "n*¥N 11NIXY 9"V 0IXVO |'X 7W 'V'O97N

, 0NN 7215' X7 12D Topology Spread-n ,ww wpan HPA-nw yata .'pn 720 NIR™o1 yaR )X Ty 2
.YMdN7 1y scheduler-ni

119 7V NIR'797 YR 7 I'N'Y FTYVN IRY DT anyway 71702 'Mnki 'Mxa oxvaw nn- [9:11] hmp qox —
qIT'9 19 7Y DNV 'TYA YIIRI DTN NPN2A NIR'790 WY IN ,0N7W IT'D

K8S/EKS defaults on this

Cluster level defaults
Covers zone and hostname

Notice the skew

And "ScheduleAnyway”

Override those - if needed
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Protecting us from ourselves

When a controller means well,

but can fail our applications :

» Karpenter — expiry, consolidation, drift
» Auto Mode - upgrades (call and raise)

* Node drainers

* This makes probes even more relevant

** not all cases respect PDBs (node pressure eviction as example)
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Karpenter as operation team member

THE TRAP # 1

K8S and EKS — 3 yearly versions e,

EKS support — 3 + 3 versions e e
(standard+extended) 2)

WHAT WE HIT disruption:
Managed node groups: bump the AMI, EL‘S;ZE?“FEW% 2t
drain, roll nodes by hand. Per group, per

cluster, across the fleet.

WHAT HOLDS

Using Karpenter for node upgrades, using
AMI pinning and node expiration
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CoreDNS, kube-proxy, .[19:50] "aT mix 11713 2004772 o'workload-n 75 X7" :nth 2702 N> navon
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Your cluster dies from the workload it
hosts

THE PLAYBOOK

CoreDNS on the shared pool, next to % the dedicatsd oool
tenants. taints: [ core-infra:NoSchedule ] # OUT
labels: { node_type: core-infra }

WHERE IT BREAKS
A hungry tenant evicts it. DNS times out

. affinity: node_type In [core-infra] # IN
cluster wide. tolerations: [ core-infra: Exists ]

WHAT HOLDS

Dedicated tainted pool: taint + affinity +
toleration.
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Don’t waste
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Design for scale — decision points

Pod density (== Pods per Node)
Network segregation/isolation
VPC - CIDR(s), subnets, public net
Service exposure

Control plane network

oy VPC :(onx CNI-7 na nnayn% o'ana ninpynl ,VPC CNI niooian nixnaitn) nfNadTan n'aan
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.qon ENI 1xn
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One happy subnet for all pods ?

. . VPC 10.0.0.0/15
Tenant isolation & E:’

Front/back facing :L'ZIZ?Z

. . Control
Critical services Plane
10.0.11.1
Address exhaustion
w 1]

Secondary
Addresses

P

NTI9NN :n72ann nX 'an? aiwn VPC CNI-a wimmin n1'nan awpn '97 nv Ty subnets Xin awn Tyxn
NNXRN NWIN 72V 0wy nodes — [25:57] "nfiw 0T ' Nt 0T DR XYY 0TN" .node-n Nnna nyyann
.N"MWN 7Y D aYI'Y D'INX nodes-
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,range ,1628 ,niaimd 16 X7x ,TNR X7 I'wdy n'n secondary IP address imix ox nn [25:57] 1 mj qoxn —
prefix mode x1j7

We want more (pods per node, IP’s)

. Primary IP VPC 10.0.0.0/15 '

/28 range (==16) |

Control
Yes, the VPC should be large | Bostc— S0 T1Ll S | pane

Faster in assignment
Secondary CIDRs

10.1.90.0/28

2 UH n
Avoids warm pool “linger 101 S48 /2E

10.1.90.80/28 10.1.90.1
SG fOf pOdS 10.1.90.96/28

|
Reserve subnets (VPC) ‘
Maxpods is still relevant

(but higher)
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Business nt » ,w'w yna »n 1aTh " Pll oy S3-7 nwia v innnwi 01101'RkNn WY 719 nW7IN NNIR
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1INIXY DAYIN NNIXY DAY D'IMRA INIRY ;DT 99 qIX 97 'n ¢ 7u192 TII'Y Nn 127 12 Won
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.CI/CD-a compromised pull request target-1 ,maintainer

The supply chain is a blast radius too

Packages: only vetted packages and
libraries reach a build.

The risk: one poisoned dependency
ships into every image we build.

What ho every pull passes the
Secure Package Gateway. Unvetted is
blocked.

We vet every package bef

min Ix SOC 2, FedRAMP-7 n'wnTiw 01X .NTN 7702 Nk nptnin nTizant ,base image-n n1>w'7 nwn
A9IN AN'RN 1IN 7Y T'wn 11'K scan-1 NIYYIN 09X 7aR — [I7'n7 SLA-I niroj niw7in 09x7 oxainn DoD
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