NN 71INnN7 agent-7 "wox qpn nnon
production nano

RXINN NTIZA NINRIoN NI'vyna agent 7w 071y 737 niwni nirrm ,nint 7w n1aon
DN TON NZ'NN 7W "MMKX VIN'R X'
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nTN Jnonn 7y

Sagar xin nxnn .(Sutton Room ,2026 Naivpziva 14) g 1na Al Engineer 01on nyjz Expo nkxan it
ATnwa nnio Xin Al control plane-> nnxy nx n'Tanw nnan ,Speakeasy 7w qniw-10'"ni Batchu, CEO
7v n11man Ton NX nn staging-a credentials nvya |pn%? wpannw coding agent :79xn v v
.17 qpEn NNon oy Nt NX nwy agent-n .n1mw 10-> N2 17w 1aan N production

7¢ NYTN 'Y |2 TIMYY 11X DY NN 2TIn K7 ,pTIR K7 TNR QRY NIDNO KN 7W01Y Nn :N'TDINN Nwon
[AT2 NI 7 NPT ,NINT? NDYIYNA ,NNR DT DN AR 9 @012 n2dw Kin API-n 2% agent-n
.D"YIIX O'TAIYY? DY 12D DRIARY NIYATN 2172 N7RL1N2T7 .NYYann n71yony 197 nnwil Nnx

Inona NX NP7 'X

.RXIND NN K7W N0, aT DIMNIN 0y NITINN NIRYON (D'70In Ypn ©

."valid credentials, not valid intent" niayoni production np'nn AThY :y'Rn ,2 7o °

.DTX 12 7V 7N "2OW VYTIVONI ,7WNNN 1IN 7 YIN'RD "M wea L3 o e

.connect, inspect, decide, record n'a%wn Nnyax :Aan NOY 4 1O o

Jmrmn witw 9w nnonnt ,authorizer-1 principal, operator 7w 71mn :nifartar niat ,5 o ©
00 nirwi Speakeasy 7w winmn ,audit-n nnivA :p110LVDINI DY L6 D ©

.0'NAIM |17'1 NINMO NI7RY ,0"Wyn DTN :8—7 Do

N'T 7722 D'NAINAI NINWA D'YIR'Y 11DN .N07700 7¢ D'DpwNNnI 7'Nnn NYONIVIR 291N JN0NN 1IN NIy
n7'na n'r'n o'pnyin n'oio'xn .MCP gateway nx110 xinw "MCB gateway"” 7wn7 ,(ASR) 'univix NarT
.D"™MIX'N NNIPANA YT'A Q01 X7 .0N7Y [ATA NANIN 7 171211 7'70nn




n'70In 'ypn L1

N7 NN N7RYYT D2IY1L1I1MINKA 12 NRTN N7RUNY Nn agents. Batchu 7w n'710'2 npoy X7 nkxdnn
,N'7'72 NNIVRVDAN Y'Y KIN NINT? NDYYA NIFMY7 NDMX N71¥9 75 ,NNPIon n'wynl .Inwn nwiy agent-wd
.NNIX Nwnnn Speakeasy 7'N A'¥n TNX Qpwa NI

IN exploit, jailbreak, prompt injection I'n X7 yn'xa 7Tmn Y9 niyo X7 ,Mpian X7 nidno Xia 7wdon
1N2ANNY volume nni NIv X7 Yalza NI nikwn oy 'nfnwun token xxn agent-n 2177 DA
.,production->

nityun (Al governance niim w' 32%-7 01 agents o'x'n 01NN 82% i 7unn ,nna ymx e
Mabout $5 million" no-9val ,qpwin 197 $5.39M x'n shadow Al-2 nipnw n¥Mo 7w nyximnn

1IN X720 )T0N N AR DI N0MX NN TN L9y nimon 0T 7170% ,n1on'? X7 ¢

identity, decide (allow / deny / ,(MCP gateway 7wn% ,nnx n0"1> NTIj71) connect :n1Yw nyax °
.JVIx'an 197 record-1 quarantine / escalate / warn)

NX WW'RY authorizer-1 ImIx 7'vonw operator , 791 principal :17wn nint nira? n>Mx agent-7 ¢
UNNYN 7w n7IRW NINT 0'¥Y agents-n 2N orrn .credential-n

credential, A-n mpn x'n allow(q) = R(Q) A A(Q) A O(q). R :axmp 722 0o NnidMYY NINTn Uiy @
NP 22 wThn nipTa O-1 A .o'7van 7w a'nn nirman O-1 agent-n N

NNt production 7y 2v91 staging 7y 7'n¥n agent-n :2p192 a1y9 7im AMAXIN DD NPT ANIYAD e
.agent-n NINT? N'91097 NNINN 77D T2 NNIYAN QTN DY .0 TTYN QW DX RN

n>win ni'rmn ,(Okta 7wn%) IDP-nn nyan nint :1TX? X7 ,'opgn 2'N1a av winmn Speakeasy-a
.MDM 1T n'wy1 o'wnnwn? nxonnl control plane-a

N1 X7 an

.$5.39M Iman no'Rn X71,32%-1 82% D'y'an 170 NT'RA X X7 DNIF'OOTLLOY N 'K °

DTN K71 MxY TV axin "milliseconds or less 100" :n"nmx latency aima 'x ¢

allow, deny,) yaax nan 7ax "one of kind of five decisions” "1« 1a1Th :n1v'ZNAN 1®0na nifapy Yoin ¢
.allow, deny, quarantine, escalate, warn :nanx nn'wn nan p7 oI .(modify, escalate

XN IR XN X7 XKINwd NI nni L'k "agent "stated intent-nn n'x7nn ') 12010 X7 :nnxm i e
121 X7

JN'RD 7Y DIXNIRITNY 71 ,7019] N0MI9N NIRYIN 1AXIN X7 N7 AN 'K e
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Ny |7n7 coding agent-n wizxa NN9n 711982 9X0IRVO N'N NTY 21 19011 ,NN2aNN 0w 2 X7 Batchu
,workspace-n nx X1y agent-n ."staging, "pretty ordinary request, ordinary afternoon-a credentials
TIX 2INNY7 NIN [IP'MNY 0*7001, NINM NIRWAN Dy 'N'Mwun database access token Tiwjp X7 yaljpa xxn
NN X7 NINT NNt X7 Nk production 7w n 17 wrax n'nw volume-n .wTnn INIX 11x'1 volume-n
e 10-> N7 71501 ,00uMan Ton oy TN Pnnal network boundary NN AW 12N .NNIWA K71IWNR XY

nothing stood between the agent and its"-w xin 7won .niyvn Dxy X7 XN Np19n oyl 7won ,Batchu o4
JIY0N NIX XYY (12212 KIDY0NW N .12In ATl wpn 090971 nivo? 710 judgment and the API". agent

Sagar Batchu the agent had valid credentials, but it didn't have valid intent. That's the real —
.difference between the kind of right and wrong in this situation

DTN 272 7Y 7N 2DW vYTIVOAI NA"'WYNA TYON .3

32%  32% $539M

of surveyed organisations had an Al governance policy aversge cost ot bisech
involving shadow Al.
already use Al agents. in place.




o'w? ‘11 ."Al adoption is universal, but the control layer doesn't really exist"-w 7'on Batchu n'2iminn
¥ X7 D1iman Aipn J"about $5 million or so" Wxa no-7val $5.39M yroin qpwaw 17

X7 ,17¢ NINT 12NNNY :N7XN NIYATR DX 0A'¥A 11D DFTA? .WTN INWN XD X'¥NnY IN 'R L,IN1oY

X7 N0 MR 'Y 7D W TIVI Ml NIRWIN 700 JRXVY7 TUKT7 X7 ,NINNON IX NINNO0'0 9Ny
who acted, who allowed it, and then show me the record of what" 17xw' .jz'90n non 71mn ox 178w
."happened

| Dont stop agents.
Govern their

arize

' path to action.
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70T Ix¥n' agents-1 o'y "We know that blocks don't really work™ .nion'z X7 :j1:nn [Ny 1721 |xon
So we want the governed action to" :ani* N1 12 win'wnw J71Ian 271Y9 21N X'N NAIYNN .AN'ON 917y
".actually be easier than the ungoverned action

connect, inspect, decide, record :n2j72 nadw .4
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,'TON |DIX2 NNX DYD NANDI NINYTANTE,NNANA [IWRIN DIFA 910970 7V MIPNIN NP2 NOW INTA WNINN
,0"707 NIYiza1 D'wnnun 7w 0'uoninoa secrets X' nnaIT? NN L1191 harness Ik agent 751 X7
7Timnw 197 .(MIX 71w AnX agent-v Ix) AWS nnon j'atn wnnwnn .quarantine Ix block x'n n721yoni
VIN'RNI NLV7NN DX L,NN9NN NX NNt harness, detector-n 7w runtime-a 7vuoin hook ,u9nNN9N NX NXN
;NP0 .,0nYY 7170nn NX nw' agent-n X471 DTRN K7W 1D "milliseconds or less 100" xin Ty .0wM
"inspected, blocked and logged, the secret never really left the machine"

| AlEnginect | ' Every Al request takes one path.
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arize
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:governance N1IVRPVDIN D10 NINAY TWORY D7 NYAIXYT InTn NX nynnn Batchu

DIN2 NN NIMIX'N NIdNY agent 7w NN 72 .0'¥1A01'R NITI NNy oipna nnx "n7T1" :Connect
.("MCB gateway" :7*onna) MCP gateway 7wn% ,Tnx

NIDINN XY DX NYNUNY NINT NNIKY L ININKAY DTR? I DY V2 agent-7 ndiwn axAp 7 :ldentity
".Policy evaluation doesn't really work without identity" .n1iaaxn

UNnun? "INty np'oon n'myo? .escalate Ix Decide: allow, deny, quarantine

JVXIan n71vony 197 nnwl nv'7nnn :Record



NNKX NTa NIMYTNI NIAT 5

Who was on the call?

db_live_sesesess agent key - scoped to staging
+ 90d

agent:staging-fixer

sagar@speakeasy.com - “fix
staging creds”
thomas@speakeasy.com
database.delete_volume - s axy
production database.delete_volume -
production

Avalid key with no subject. Nobody acted, so nobody The agent acts as itself. Who drove it and who approved it are
is accountable. on every call.

77TNnn n1Ma avn nr Batchu MaTh vk 'R actor 'R 7ar ,nNon k¥na (7RNY TY) VINRD 7V a7
ninta n'¥ Slack-a oy 17'9x1 vz nn'wn ,agents .nwn N7'nn TV Speakeasy 7¥X DAl ,NIdvNN AN
JANNNR NDYN T'RONA I WNNWN v n7IRY

N7 INT2) NNX [T agent-n NX 7'vonw m Kin operator-n .17wn nint oy principal xin agent-n ,'m' T¥a
authorizer-n ."It's never used to widen access in real time" : 1222 oin x7? owna NNt (inxy Sagar
'n 727 yiag xin1L,CISO-n ,Thomas Nt inTa .n1ijpnn credential-n n1Tan DX WKW DTRN KN
.credential-n

Three policies must

| AlEngineer | agree on every call.
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X7 N'DIL,NNONN DX [7'91NWD Yap DTRY NMpnn X'n R v wi?w 72w imn X'n nnay nxkMg ox no7nnn
117 DTYIMY scopes IX admin NIXwAN 71757 n71> X7 XN, myxy agent-n niirta X0 A .071v7 nannim

an agent can never do more than the person accountable" :n'7yan 7w n'nn niimn x'n O .1T2%1 DTN
.NNQN NYP2] 120 NNV NN0INY ARWAN P71 ,ARNP 792 Nk O-i for it". A

".even if the owner could delete production, an agent's scope to just staging can't" :vn'xn w'nna
TIX 2TIY 072w g0 .production NIXwIN 17 'RW 0™ 11IAY' X7 nanT NirvTn oy agent 1900 [t
VA INIXN NINT 17w agents-n 7w niwpan 721 17w nikwann N 70an IDP-n ,nnann

Speakeasy 7w ni1vjvD RN ,compliance DMIx? nIwn .6
rhhhRale2 U]

Workload

Hands back a

A Cljob, a pod, an
assistant. It keeps
no secret. Its
platform already
vouches for it.

short-lived token,

bound to the agent.

Expires, cannot be
refreshed, nothing
to rotate.

N n71von ,staging 7y 719 XInw 'nxn agent-n .NNn¥imn ndn N 0l denial 27w Da 07N nnivan
compliance: "Every non--n ninaon inni1 ow ,Batchu '9% .0 1780 AW NX XN nivant production-4
read action is evaluated against policy that considers the agent's stated intent, not just the action

NINT? N'9IAIV97 MIYR K'N NIDIYA NN ,NNIWY NNX'A NpTY n71v9 75 ".that actually happened

.agent-n

,'OMPN 2'N1a N Speakeasy :NMIWKIN .NI0RLVDIXR NIV7NN WITwW a'vn Batchu ,axmn 72y T'n'n qpewa
first- nint :nmwn ".The record has to be of what actually happened, not what the agent reported" 1>
|'aTn OI'oa .[IUXIN OIrnn Ta 7Dnw 73 ,MDM 1T nxon :n'wwn .o'wnnwn 7w logins nipzna class
.'019 nw1? MCP gateway nhayin 7y Tailscale ny niwn 21y yinxy
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NIX MYONX NI IT'R ,actor-n N m .n71v9 757 0T nWItY NIKINT "X DNRISN N'Wyna DId'on
.NYaN NX NI X7 N non 71 L1M7 ".Valid credentials are not valid intent" .nninn nniwnin ,n71iven

0PN niRwn

*"7nna) Claude Nk Dannws 0N 172NN NIV7NN 17'K NIRNZ )X 71D DTIR :deny nou'7nn 2y npi7nn
TIX DTV? CWON NI ,escalation 21701 71X o anx .Tivn at7 ') ,nidwn? ("cloud from philanthropic”
Jrmn

['AN7 XIN [IUXRIN TYXN 72K DI9TTYN DX N7VN NNLVAX V'R0 12T KIn compliance a'xpn yvian nn
IR NI 700 nn

if you are going to kind of block on PII, you'll probably grind" 7ax .Pll a'nwni qonn ,noin 2xmn :Pll
niax Slack ynya nio19 :Pll-7 niipw nn 210 nirarm nina k0 nx'minn J"your business to a halt
data plane |n nomn9n nirNwok .tool call-7 nhavn Ix 7'na nn*7w |, ("public select channel” :7'mn2)
SN nxIvIn nnworn k0w L(BYOK) nij'7n 7w n1oxn ninnon Ix ,nip'n 7w VPC-a

117122 1NN D'YIY Nn g

N'D NAIYNN DIIAIRD 2N . NINT IT'RALL,NIDIYA 17'K7 DNainn agents 19'X 71127 101w 197 nionY °
UNNwn ¥ n72IKY NNt

N7 yal7a aw'w ni'm nikwnn oy token-a 'nnin yin'kin :workspace-1 n"n'nwn credentials "1nxY
.0'X1I agents-ny nTIAY NIFPNI repos 7007 'RTD DIvp

.production > network boundary imixa aw' > pnn1 '2'an :0MAaA TIONY °

X721 (MCP gateway) nnx nTijza 0T Niaix'n NidwN7? agents 7w NIXMjpPn IR 1'aynY? :n0dN NN ™YY7 °
JI'YNA0'R NNYWY T

701 0™7w2n NIRWAN 7N N nprTal agent-7 nT91 N credential-n v npn (R A A A O nima'
17w agents-n nx Da 70an Ty Nartvw 1 IDP-7 nhainn ,nknyp

actor, operator ,nanxmn NadN 7713 , T2 ARNE NI'RY D71W9 707 audit nnivn tnyyanw 199 nivaY .
.authorizer-|

.DnI'g DXy '97 X7 ,00uMn Ty 97 N rman? (Pll-a ' nx nion'? X7 ¢

agent-nw NINXN2 NN D797 Nad A aRnwNn 7 ?agent-n |'nx "stated intent" o'¥7nn 'x
X' INYy




aIvNn AT AnY DNIND N7IXY

N7 72 ,nine I 100ms 7w 1w 1 axin

?'0Mn 2'N1a vioa latency-n nn

ANX DIZNal YR Nl "five decisions” 11 NarTn

?0X7n0 NIv7NNN NN'YN 'fn

NINK NN
x¥mvw token oy n'wr AP nxp nnomyxy vk | 'wr CLI 9wunY ,gateway-7 yinn 2v19 agent-wd naip nn
Yalia ?1w 7m

AN IX 70 |'1¥ N7

?($5.39M ,32% ,82%) nij'vO'VLON N 1NN

might even be coming from" nnonnw 71 X1 InTa
nwaY? nint 71m "2 "another agent

27NN agent-? X1Ipw agent by orTTINNN N

NI NdMYN ,NIdYNY? agents-n |'2 NWI'Y N1OY
n71Yo 75 nnwnNi

n'nin ji>'n .8

Control plane / control layer

agent-n [Xd> .n71Y9 N7 oN"7 "WORY N7wn NINT DY NIY! Principal
nxy

Ta72 oIn"? WMl .NNX N1 agent-n DX 7'vony nTRN Operator
NIXYIN 2'NIN X7

227 yiaj ,nipman credential-n NN Tan DX WWRY DTRN Authorizer
credential-n "n

D'72van nirmi agent-n i credential-n napn R/A/O
NNYRN INYITY DX 77 DN ARNP .00

nNWNY7I 01757 agents-n NINMp 227 NN N0 NTIA MCP gateway
niMix'n

71011 nintn 1 L,(Okta 7wn'?) iaax NNt 790 IDP
NIRYINN

M{72N NJDW NIX D'¥'9N NdITY 0M'WON 71N Ndwn MDM
D'010977

MY YR IR NS 72 X Al 'oa winw Shadow Al

DTX?7 NU7NNN NNV IX NTIVN NWRA 7 1200

Quarantine / Escalate

nuwmv (staging 7wn%) n'7y 1'nxn agent-nw nadn

Stated intent

2v191 n71Y9Y

N19X¥NN NINNSN NX 2'TNn NIZ7n :Bring Your Own Key BYOK
DImn v

hooks-n n"7v9m naw ,agent-n 7w n¥x1nn Naao Harness




