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An Al coding agent
deleted a live production
database during an active

| deSt royed code freeze.

The agent was not hacked.

months of el

you r Work [Ehd exnctiwhet Ife credentials

permitted.

-
In seconds. S ——

confirmation gate on destructive
commands.

Could this happen to you?

:non-deterministic XInw X'n NIWKRIN ."NA7 17V 1007 WWOK X 7722w nndn ' wr LLM-%7 Jiang na1?
:context-7 NIXAIN 2 N2N NTI9N 17 'RY X'D NMIWN .DDIT 1YY YXINN? 710" ,0'Y9 WY ,NYUPd NNIR
naw'? nd>Mx mjpan P .all the information is coming through the same door” [3:11]" 7Tinn n1'nan

it is the difference between telling someone don't leave a room" :niw?a .y1 agent-n naw na'aoa

IRV [N NIAIVN NIYTNNY [*¥n KIN .versus putting a lock on the door and actually using a key" [3:11]
.02 LTIV INYY [IIRD DTNYNN

oy Any one is fine. All
three is never
acceptable.

No serious danger on its own.

Manageable in low-stakes contexts. Not
acceptable in an enterprise.

Exposure to Ability to
untrusted content communicate out

Never acceptable. Not for a pilot, not for one
sprint, not for one repo.

v nwna izt witw axknn Kin .Simon Willison [4:45] 'xnxvin 27inn vao lethal trifecta awimn nx
,inxya ¥t X7 Al-nw pIm'7 no'wn ,(Nimoil tokens ,0119 YyT'Na TNON YWOXNYW YT ,NI'KI9 NINIWA) WA
TN L1M7V YN A R7 RINY (12'0 [0 TR DN T 77D 0T R NTAY NI LAXIND WWpn7 N7

not for a prototype, not just for one sprint, not for just one" ni?aizn X7 TN NWITY .NnpIon nvwyna
.repository" [6:18]
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21 Environment separation

S iX 92  Short-lived, scoped credentials

infrastructure  ° 'Md*“xyl"
primitives.

&

code freeze nta Nix"a nnMan Ton np'nn Replit .3

95 Agent sandboxing

96  Audit logging & observability

An Al agent deleted a
production database during an
active code freeze, even after

being told not to.

Dy 1IX' MR 021N Ton 'rnn ,Replit 9w agent-n ny vibe coding-a Tavw 7">1n ,Jason Lemkin

N1 72V °tnI ,code freeze 7y TN NIN YIN'RD 1197 DI .NNAan 7w nniT oondi 070 1,200-> 7w nimiwn
Jiang, "that code freeze was not a '97 .0xX'¥a nyTIA TIY 77 NN AROPNN 72X .[9:23] nnx nyon Nt
.real constraint. It was just Lemkin asking nicely" [9:23]

YN KIN L 7IKWT DIPNA L [7R7 )XY AR DT VAP, NIRN NINNIN 11D INIY NN 72y ,query ynin agent-n
.panicked instead of thinking" [10:58]" NInw N1y ,N17 Nn 7RWIWD .'Nin D'2IM1N TOoNn 7V N'101N NTIRO
Replit-7 .rollback niwy'? "wox 'Ry [yuI ,NN2IY D72 NIRXINI 091N wnnwn *7'91no 4,000-> 1x'* 71 nNX



n1'nan .agent-n 7w noMan 7 11M0Y7 7'09nNW YA 1Nyl yTn DX TN Lemkin-1,nth 72 0t
they can't trust any log that the agent itself had access to." n1'znaw xin Anira 'nonn 77nn ,Jiang
The agent can write its own story of what happened.” [10:58]

® POSTMORTEM @1

Root cause @3 What would have stopped it

Root-level production
access, with nothing
standing between
intent and execution.

The agent was not over-clever.

It was overprivileged.

@1 Hard environment separation

@2  Short-lived, scoped credentials

Every guardrail that should have caught this
lived in the infrastructure. None of it was there.

One credential with write access to
production

sanfirmation gate on destructive actions @6 Audit logging that you own, not the agent

of truth about the damage except
itself

Hard 01 :yin'xn nX Xy "0y Ni2down Nianion N T¥7 .VIx'a7 naidn (2 127 oivi X7 root nwa :Replit-2 n'wan vy
.agent-n X7 j127xn Ni7vaaw environment separation, 02 Short-lived scoped credentials, 06 Audit logging

Y17 0 700 KD ,7TNR NN ixet root nwa 7 Antn LT WML IN T DDN agent-nw NNt X7 n'van
NNOW wi?w nun Jiang .[12:35] mxy 7w 012170 Nk DYWL 2200 RIDEL'WIR QYR Y72 D10 NITIRD
n"n-"xp credentials X'n nwn ix route 72 TTIAN workspace N'n NIIWRIN LWIN'RD DR DNXIY 'Y
.NdW1 yalj7a KXW ,nyIa7 N2Nd DRI oy credential 0T Xt yan agent-n :nn'wnn 9'n%? 0'722ami

in minutes, not in the span" nnxn NX quin n'nw 12 NYa7 710' X7 agent-nw 1ix'n audit log x'n n'wrwn
.of hours or days" [14:09]

dev 7w DM *TON |2 N'VNIVIX NTION 771N I9'W X7 'NTMYWN D NN Replit-w j17'nin Da
TI7a nya? *2a 1d>nn agent-n 12w planning-only axni TR 2772 VE'NSN 2Ax¥N 7Y X' NThw ,production-i
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NN NOpIYyw yT'n NXXInY? phishing-n ;7322 Copilot .4
DLP-n

s POSTNORTEM @2

02 POSTMORTEM

Microsoft 365 Copilot - major bank - reported privately

A business user got phished.

s Access to private

Their Copilot subscription helped attackers exfiltrate data

data from a major bank while avoiding suspicion.
< Ability to act

Then, the ransom note arrived. externally

Phishing Token replay “Where am | on the Data exported to DLP threshold Trickie exfittration
network?” reach the LLM discovered

ran th

,INj12AN ntwyna "through a customer of a customer” 1"y ynw X0 .My yn'R X7 Nty waTn Jiang
.phishing-a 791 ,Copilot " 17 n'nw ,0'900n Nj'7NNa wnnwn .[14:09] naba 0'7911vn 0'oY9NN 770 P71
.DW XV IR DY QW W DTD WNNWNY O DX 7 7apgn ot gimn ,1maT? Al

NN DA 12 YNNWAY 7'wnn qpinni,TIRA )R 00N X 72v2 0o Copilot 7w session token-n |80
Copilot: "There was nx 78w VIUD KIN ,NIXINN 27'7TN71 NIT WD DX 7007 DIZNL .7NINN YNnNwnnw
221" ATIYNY T2 .01 NINT NIN'K *72 'Ri712 YyT'NY7 Yan? 'R '7RY 17'9X KIN .zero suspicion at all" [15:45]
IRY qINnwd .qpin? onix wan Copilot-1 ,0mipn Nr7aa% NIk Xx'™ 121 0'9000 WNNWN ,vTnn 72y TIaye
NNNN DIRW] ,NMWA TNR NN L,0™7'7 14 7w o'nnia v o'xYin oxkw 11on DLP, Copilot-n wxnk 7y
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® POSTMORTEM @2
@3 What would have stopped it

Access policy written
for humans fail when
app“ed to an agent. @2 Short-lived, scoped credenualf:

Human logins involve SSO, conditional access,
and anomaly detection. The Al tooling
bypassed all of it. Same reach, none of the
enforcement.

@3 |dentity-aligned access control

@4  Model proxy layer
x Al tooling outside IdP enforcement fiater what

One session could reach everything the tool
» -.‘Id

9s existed, but nobody was reading

D'TAIVY NP NO'RY *T3 TV X7 'RTIAL, MY RIDY nnan w2 ne nqnn Al '25%w 110 tJiang '9%7 ng7n
NIX NN I'D NIdYW witw [18:51] Tay T2 TNWY? 1 17'900 0N 7aX ,0017 [XD I'N |07 D'919) DV'WIIN
Identity-aligned .nipnannn '"NX 'nN2 wnnwin? 'wnin®? q@innn o'wam i'n orn-"xp credentials .win'kin
model-n .DLP 2w nopy [1d0n'7 N0 anv? 71ayn"7 0'90> wnnwn 7w Nint nvaim nn''n access control
NXN NN (agent-ni 7Tmn) "between the brain and the body" awirw 251> Wxnn Jiang-w ,proxy layer
N7 environment separation .[18:51] kx' yT'nnw 197 NITIWNN NIRYN DX [AONI DN NIV Nn ')
.SaaS [25:07] 1an yma 171D ya Copilot |80 naniy nnvn

qQ71Nn 7'awa Ta mipnn coding agent-nwd :Nx .5

e POSTMORTEM 03

03 POSTMORTEM

Nx singularity - August 2025 - reported by Nx and Wiz

Compromised npm packages contained prompts
that turned developers' own Al assistants against < Access to private
them. data

<+ Ability to act

The packages were live for four hours.
externally

1,079 systems compromised, 2,349 credentials

harvested. ¢+ Untrusted content

A pull request title Write access, by Publish pipeline tumed Four hours on npm Postinstall asks the
default on itself before discovery assistant




I'n [0 Jiang '9%7 .17w NIMITT NIXONA NPM-1 D097 IN'Y7¥N D'9RIN VAW NIMIN 1M oy build "5 xin Nx
vn'Rn 0t .credentials [20:27] 2,300-n "Nt 190X11 MDA 978N MNP X191 ATA 17021, NIVY YIIRD 1IKA
trifecta-n 7w ni70'n witw 75 Nk X KN D NWItWN 'an Donimnn

All it contained was a prompt, addressed" :mxya ni'75> 212 X7 post-install script-nw x'n n1yvnn nTiEIN
Dy DIN'NN 02D ' o'mipnn agents-n .directly to the developer's own Al coding assistant" [20:27]

n'n 0 awnnal .mpna "the single most effective search tool" i'n 271 ,0'¥a7n Nd>wn7 Nk nwn
.[22:02] 11 ya1 agent-nw nin'w 07 tokens-1 SSH, cloud credentials ninnon 21127 nn na7n

NI7220 ' X71,11'0 DIY 72 agent-7 yan n'7'ann pIn L, myy awnnn 7y 11 agents-n :17w01 0MaT nwiv
nX nxnx¥n n'n (ephemeral) myo-Tni Zninn Jiang, workspace '9%7 .nXxI'N NNIAYNN 7v1 0'¥apn Ndwn 7y
.NI7YY NOIN XINW Nn DX noni agent-7 y'anw nn nx jp0n n'n model proxy .TNX 110117 blast radius-n

ny'an NNTN AXIINN DX DA N¥IND DRXINN DRI credentials-7 nwan N noin n'n agent sandboxing
.agent [22:02]-7

DOj? |INNYO DI7NA NIV .6

» SYN 1 MAPPING

Mapping

Where each incident sat on the
trifecta.

Private data Untrusted Legs
01 Over-privileged agent - database v Production data 1/3
deletion
Production access & guardralls
02 Compromised Al subscription v Source & context v Exfiltration 2/3
Access policy & observability channel
03 Al “singularity” v Laptop credential v Maliclous v Exfil to attacker 3/3

~ontent reaching the agent store package repos

VT nxxin7 ynyi context-1 2n ,Copilot: 2/3 .aix' 1una trifecta. Replit: 1/3-n 2v aw' yi'x 73 no'x :qpzwinn 1901 N720
Q71NN 7w repos-7 nxyini NIITr N'7'an , 7710 Aawnna credentials-n 1axn ,s1ngularity: 3/3

Nx Copilot Replit NYIY X'D N NV
TNX 11"01IF7 D¥NXN (SaaS) o &Y yviin Y agent Environment .1
?niNn workspace-a separation
route '7a ,TTIANI
RN
— | token-n nx Xy N0 yvam o ,N'UNIVIR OPIN 19 Short-lived .2
replay ,inxnixn NIXWNN | scoped credentials
nn'wn 757 npoin
— yiam nn — | MoK W'D Identity-aligned .3
wvnnwnn 7w |dP-n access control
'WIINN
NN Y'on NN N7XY NX |non n'n — | “wlog-1 o ,np'ma Model proxy .4
NIPATIAN NIKINN DLP-n nojay 77N 2 arp '» layer
agent-7
nwa Doin NN — — :agent-4 firewall Agent .5
DNRXINI NITIOY n>wn 7 nitaan sandboxing
NN VI DY¥aEn




Copilot nYIY X' An
— DIN NIPTA 1712 qQI'TN NX qUIN NN IT AW yinn log Audit logging & .6
D'UTINQ 25 ,agent-n 7w observability

,0TX7 Ndwn n71yo

NNK N1 NIRNN

Jiachen Jiang [23:34] there is no single miracle fix that is going to protect you completely. If you —
.have a vendor that's trying to sell you one, then that's worth being skeptical of

N2IYN7 NA'WN 77N X7X ,0021M DNX NNIK DNNAYY NNRY [In'0 Nn'wn X7 R0 trifecta-n naw wan Jiang
"but ultimately suggestible" na1v MipW agent paw 15 ,n*wn 7y NNX NNA7 X NI2OWN DX L [12'0N
,D'WIN'RNN TANR 722 NNXIY 1N [T NRDIYRIN NIDOWN WY ,1NaT7 .[23:34] wnn Ty wiag' NNK N1dY qpivy
%2 opnn Xin Coder nx .[25:07] anira n71man nyswinn oy Nn1dwN X'n environment separation-i

227 no"n-"xyp credentials n*7an1 N7 001901 NITTIAN NIA0D D'ARIA L, TIRA DTany workspaces
.[26:43] Tn awnnn 7y N¥17 o*nw credentials nipna nn'un

yiva n'viy nn .7

CODERR

Start this week.

The controls that could have stopped every incident in this
talk are already inside your organization, just waiting to be

configured.

Do these next
AUDIT o1 AUDIT @2 AUDIT 03
Track down every long-lived Find out which of them carry Check where your agents are
token an agent can read production scope actually executing

»-mortem: assume one of these incidents happens to you next month, and ask your team
y would do.

INIX 9"7NN71,8XNP7 071" 1K agents-nw viap token 75 AnX? :n'n-D1nx Audit 1, tokens
.[28:13] nn'wn 757 o'poimw nn-Nxp credentials-a

.[29:49] ni i nitaann DX qIpY7 IR XYY yan 0'd agents nnd 1T iyt oama ,Audit 2 e

7w DTN DawNnn v NN IR 07010 workspaces-a ,sandbox-1 :n'x1 agents-n no'x ,Audit 3
.[29:49] o'Tavn
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is going to tell you exactly where your gaps are"" ,1ma17 ,%7:23ann 7192 NI nn NIk yIN'Rn N 0vaY
[29:49]

TnX sprint-7 IX prototype-7 X7 Da ,Ni71>'n wi7w 75 Dy agent qx W'wox? XY :trifecta-n a¥n nx yima7 °
.[6:18]
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Code freeze
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DUYU'R D'XJP'? IX

Environment separation

NNX NN'wn '-]|7'|"I'7 NI722mI N'VNIVIX 191N 29Y NIRYAN

Short-lived scoped credentials

wnnwnin md (IdP) nint noox nnix? 1o Al-n '

Identity-aligned access control

'WIIKRN
75 nTynni nnon ,NpTIAv agent-7 7Tmn |2 n1dw Model proxy layer
i Caty]
|'vn ,agent-n 7w nwan 2y1 0'¥apn Nd>wn 7y nitaan Agent sandboxing
firewall

DTN7 'Y Dy ,agent-n YW 1T awN7 yinn NI71ye Ty
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Audit logging & observability

[1IAARNN VTN 7¥ NANN NRXIN NINTAY nNpa

DLP (Data Loss Prevention)

I {JahRyal [I2ARNN VT'N NKRXIN

Exfiltration

wnnwn? NIThNNY 12 21a session token-a 11N win'w

Token replay

N¥NS Npm N'7'an Ywn? ,nIn'nn NIYN 0T N9pNN

Supply chain attack
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Post-install script
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